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About HTNG

Hotel Technology Next Generation (HTNG) is a non-profit association with a mission to foster, through collaboration
and partnership, the development of next-generation systems and solutions that will enable hoteliers and their
technology vendors to do business globally in the 21st century. HTNG is recognized as the leading voice of the global
hotel community, articulating the technology requirements of hotel companies of all sizes to the vendor

community. HTNG facilitate the development of technology models for hospitality that will foster innovation, improve
the guest experience, increase the effectiveness and efficiency of hotels, and create a healthy ecosystem of technology
suppliers.

Copyright 2017, Hotel Technology Next Generation

All rights reserved.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or by any
means, electronic, mechanical, photocopying, recording, or otherwise, without the prior permission of the copyright
owner.

For any software code contained within this specification, permission is hereby granted, free-of-charge, to any person
obtaining a copy of this specification (the "Software"), to deal in the Software without restriction, including without
limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and
to permit persons to whom the Software is furnished to do so, subject to the above copyright notice and this
permission notice being included in all copies or substantial portions of the Software.

Manufacturers and software providers shall not claim compliance with portions of the requirements of any HTNG
specification or standard, and shall not use the HTNG name or the name of the specification or standard in any
statements about their respective product(s) unless the product(s) is (are) certified as compliant to the specification or
standard.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES, OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF, OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Permission is granted for implementers to use the names, labels, etc. contained within the specification. The intent of
publication of the specification is to encourage implementations of the specification.

This specification has not been verified for avoidance of possible third-party proprietary rights. In implementing this
specification, usual procedures to ensure the respect of possible third-party intellectual property rights should be
followed. Visit http://htng.org/ip-claims to view third-party claims that have been disclosed to HTNG. HTNG offers no
opinion as to whether claims listed on this site may apply to portions of this specification.

The names Hotel Technology Next Generation and HTNG, and logos depicting these names, are trademarks of Hotel
Technology Next Generation. Permission is granted for implementers to use the aforementioned names in technical
documentation for the purpose of acknowledging the copyright and including the notice required above. All other use
of the aforementioned names and logos requires the permission of Hotel Technology Next Generation, either in written
form or as explicitly permitted for the organization’s members through the current terms and conditions of
membership.
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Guidelines for the Collection, Management and Protection
of PII

These guidelines serve a dual purpose, as both a common set of guidelines for the Hotel
Industry to follow for the collection, management and protection of Personally Identifiable
Information (PIl) and as Implications of the Principles defined in the document "Principles for
Handling Personally Identifiable Information”. The "Hotel Industry Pll Code of Conduct" is based
on these Principles and Guidelines.

1. Individuals own their data; we are responsible for taking reasonable actions to safeguard
guest information. We collect it for the mutual benefit and convenience of our guests,
employees, partners, and ourselves and use it only for the purpose(s) for which it was
specifically gathered unless otherwise permitted by the individual. (Principles: A, C, D,
E)

2. Safeguarding PIl is the responsibility of each and every member of our organization.
From the executive level down, we are committed to the protection and ethical
management of personal information. (Principles: D)

3. We continually evaluate our organization’s processes for gathering, managing,
protecting, and disposing of Pll, making adjustments as (potential) issues are discovered
and as external circumstances change. (Principles: D, B)

4. To the extent permitted by governing authorities and our data security partners, we are
transparent and non-defensive about problems when they are discovered and take
prompt and appropriate action to notify all affected individuals. (Principles: B, C, D, E)

5. We train employees at every level on a recurring basis to ensure they understand and
have the tools to comply with our PIl policies. We enforce compliance with our policies
and make the consequences of violation very clear. (Principles: D)

6. We use clear, prominent and easy-to-understand language to inform individuals of: our
Pll policies, our obligations to protect their Pll and their own responsibilities with respect
to protecting their PIl. (Principles: C)

7. Should we be required to transfer data out of an individual’s native governmental
jurisdiction, we will do so in compliance with the laws of that jurisdiction and with the
informed consent of said individual. (Principles: B, C, D)

8. We provide individuals with easy, transparent and secure ways to consent to the
collection, use and disclosure of their PIl. (Principles: A, C, E)

9. We provide individuals easy and secure methods to opt out of, review, modify and delete
the PIl we retain, subject to statutory requirements and requirements associated with
mutual business obligations. This applies equally to information that we receive directly
from an individual and to information obtained from third parties (for example, data
brokers or market analytics companies). (Principles: A, B, E)

Page 3



Hotel Technology Next Generation Pll for Hospitality - Guidelines
1 May 2017 Version 1.00

10. We require our business partners and suppliers to comply with our policies regarding PII

11

as a condition of doing business with us. We monitor these relationships to verify that
our policies are being followed and have clearly outlined how we deal with violations.
(Principles: E)

. We clearly communicate a data retention policy to our guests. Within the policies,

archival periods may vary according to the purpose for which the data is collected and

the governmental jurisdiction, but in all cases will be transparently specified. (Principles:
B, C, D)
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